To: Jonathan Hodgson

cc: John Hill (Chairman, ISO/IEC JTC1/SC22), Sally Seitz (Secretariat, SC22)
Date: 31 August 2004

Subject: Future Standards Development in SC22

Re: N3792, "Announcement of Ad Hoc on Future Standards Development in SC 22"

I suggest consideration of work dealing with "High Integrity Language Usage".

There is a growing body of evidence that when developing software for a system that
must exhibit a critical property—such as safety or security—it is appropriate to use
programming languages in a more disciplined manner. We have seen examples of several
approaches:

Special languages, e.g. SPARK [Barnes]

e Language subsets, e.g. MISRA C [Hatton, MISRA]

e Language profiles or dialects, e.g. [Kwon]

e Usage guidelines, e.g. [Erkinnen]

We have also seen examples of standardization activity on this subject, e.g. ISO/IEC TR
15942, "Guide for the use of the Ada programming language in high integrity systems"
[ISO15942] and MISRA C [Hatton, MISRA].

To date, though, nearly every sustained effort has considered individual languages in
isolation. There has been no effort to describe the existing languages in a commensurable
manner supporting comparison. There has been no effort to provide consensually-
validated guidance in how to go about selecting a language suitable to a problem with
given integrity requirements.

The proposal is to establish a working group with the charter to:
Develop language-independent and cross-language guidance for the selection
and use of programming languages in high integrity systems.
The working group could consider the following projects among others:
e A guide to selecting a programming language suitable to a high-integrity
application
e A comparison of programming language characteristics suitable to high-integrity
usage
e Standards for meta-language constructions—e.g. assertions and other mechanisms
for demonstrating correctness—in a manner that is uniform or comparable across
programming languages
e Standards for subsets, profiles, or dialects of programming languages suitable for
high integrity application
e QGuides for usage of programming languages in a manner suitable for high
integrity application

I believe that this work should be focused in a single working group in order to achieve
commensurate treatment across the body of programming languages. Furthermore,
separating the work from the programming language working groups will permit the



consideration of non-ISO languages where appropriate, e.g. usage guidelines for Java.
Nevertheless, it is clear that it would be a serious mistake to neglect the resource
provided by the working groups of SC22.

Therefore, I would suggest that this working group would be staffed by experts provided
by the other programming language working groups as well as by national body experts.
Furthermore, the working group would seek liaisons with other standard-making
organizations engaged in programming language definition. It would probably be
appropriate for the working group to schedule one of its meetings each year to be
collocated with plenary meeting of SC22.
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